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Best Password Practices 

 

A staggering 81% of data breaches are due to poor passwords.  

The good news is that by taking some simple but effective 

precautions in relation to passwords, you can protect yourself 

from the havoc data breaches can cause. 

 

Carry out the following 12 password best practices that will 

outwit hackers nearly every time. 

 

If you write down your various passwords and keep them on a 

piece of paper please see Item #13 for an idea for keeping a 

record for your relatives.  Jump to Item #13: 

 

 1. Create A Strong Password: 

 

Strong passwords make it significantly more difficult for 

hackers to crack and break into systems.  Strong passwords 

are considered over 8 characters in length and contain 

letters, numbers and symbols. They contain letters in both 

uppercase and lowercase.  Some websites have rules about 

what characters can appear in a password. 

 For example: only certain symbols may be allowed. 

 2. Avoid Bunching Numbers and Symbols Together: 

 

One good password practice that often goes overlooked is 

to spread numbers and symbols throughout the password 

instead of bunching them together, which makes it easier 

for the password to be hacked. 

 3. Steer Clear from the Obvious: 

 

Having an ‘obvious’ password, such as 12345 or password1, 

makes it easy for hackers to compromise.  Instead, come up 

with unique passwords that steer clear of personal 

information, like your date of birth or child’s name. 

https://www.tracesecurity.com/blog/articles/81-of-company-data-breaches-due-to-poor-passwords
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 4. Test Your Password: 

 

Ensure your password is strong by putting it through an 

online testing tool.  Microsoft’s Safety & Security Center 

has a password testing tool to help businesses and 

individuals come up with passwords that are less likely to 

be hacked.  You can download the checker at the following 

link for Windows OS 8, 8.1 and 10: 

https://www.microsoft.com/en-us/p/password-strength-

checker/9wzdncrdqrh5?activetab=pivot:overviewtab 

 

Downloading the program ensures the password you test is 

viewed by you only and is not transmitted over the 

internet. 

 5. Refrain from Using Dictionary Words: 

 

Sophisticated hackers have programs that search through 

tens of thousands of dictionary words.  Don’t become the 

victim of a dictionary attack program by avoiding using 

dictionary words.  Instead opt for random passwords. 

 6. Don’t Make Passwords Too Long: 

Passwords that creep up to over 12 characters can be 

painfully difficult to remember.  Around 10 characters are 

considered optimum for password safety. 

 7. Use Different Passwords for Different Accounts: 

It can be tempting to use the same password for every 

account, so we don’t forget our passwords.  However, this 

makes it easier for hackers to break into a multitude of 

accounts.  Diversify your passwords by using a different 

password for every account. 

https://www.microsoft.com/en-us/p/password-strength-checker/9wzdncrdqrh5?activetab=pivot:overviewtab
https://www.microsoft.com/en-us/p/password-strength-checker/9wzdncrdqrh5?activetab=pivot:overviewtab
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 8. Secure Your Mobile Phone: 

 

With the growing use of mobile phones to conduct business, 

shop and more, mobile devices are becoming a major cause 

of concern in the security community.  Help protect your 

phone and other mobile devices from hackers by securing 

your phone with a strong password.  Or, better still, use 

fingerprint or facial recognition passwords to help outwit 

hackers. 

 9. Change Passwords Regularly: 

 

It can also be tempting to keep the same old passwords for 

years, so you don’t end up forgetting it.  However, 

changing passwords regularly is a good password practice 

to instill in your security agenda to help outwit hackers. 

10. What happens to your website and account passwords when 

you die? 

 

Do you have a plan?  Do your relatives know where they can 

find your passwords?  Think about it from their point of 

view. 
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*** Advanced Options: 

 

Example: used on any website handling money. 

11. Use Two-Factor Authentication: 

Two-factor authentication can help keep accounts and data 

safe from hackers.  This highly effective safety 

precaution measure requires you to input a PIN that gets 

sent to you via an email, SMS (short phone text message) 

or app.  Consequently, two-factor authentication protects 

you from stolen passwords and prevents an external person 

from accessing systems and accounts. 

12. Use a Password Manager: 

Use a password manager as a means of practicing high 

levels of security and to help keep your sanity.  With a 

password manager, you only need to remember one password, 

as the password manager stores and even creates passwords 

for your different accounts, automatically signing you in 

when you log on.  The cons are cost.  A good password 

manager will cost from free for small accounts to between 

$24 and $60 per year. 

 

Note: 

Make sure to give your relatives your Manager master 

password. 

Example passwords generated from a Password Manager, but 

you don’t need to use the generator. 

1) vCQ!kudySANC3Nz9  2) j%W$tvs7UVWvmqsT 

 
The odds of a hacker breaking these is about one in a 

trillion-trillion and you don’t need to remember them. 
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13 A suggestion for saving your passwords on a piece of 

paper if you don’t have a purchased password manager. 

 

a. Purchase a composition book just like the one you had 

 when you were in elementary school. 

 

b. Every 2 facing pages would contain the password for a 

 single account.  This will leave room for changes and 

 notes.  Clearly mark upper and lower case characters. 

 

c. Number the pages so you can refer to another account 

 page number if required. 

 

d. Date each page so you know when you last made an entry. 

 

e. Make sure to tell your relatives where to find your 

 “BOOK”. 
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